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Ensuring the security of critical infrastructure facilities as a component of national
security: National and international experience

Abstract. In the provisions of the scientific article, the authors using general scientific methods conduct a
study of scientific views, normative and legal regulation of national and international fundamental principles
of ensuring the security of critical infrastructure facilities as a component of national security. The authors
substantiate the proposals for amendments to the current legislation of Ukraine and subordinate regulations in
terms of development and implementation of the following elements at a Cl facility: document security in the
form of the Provision on Handling Restricted Information; personnel security in the form of the Instruction on
Personnel Security when Accessing Restricted Information and Physical Impact on the Personnel of a Critical
Infrastructure Facility; physical security in the form of the Guidelines for Developing a Restricted Area
Protection Plan or the Instruction for Establishing Restricted Areas at a Critical Infrastructure Facility;
security of information and communication systems in the form of the Instruction for Accreditation of
Information and Communication Systems for Processing Restricted Information. The authors note that in
order to ensure proper quality for the implementation of comprehensive security measures, the Cl operator has
the right to choose the security measures to be implemented, for example, on the basis of internationally
recognised security standards and industry or general national legislation. In the field of CI information
security as a component of national security, we believe that it is good practice for the CI operator to select
security controls to be implemented at the CI facility and to be guided by them in their daily activities based
on 1SO 27002: define corporate security policy; organisation of information security; asset management;
personnel security; communications and operations management; access control; acquisition, development
and maintenance of information systems; security incident management; business continuity management;
compliance with applicable laws; review and audit of the existing integrated security management system.

Keywords: security; state; experience; protection; nation; critical infrastructure; facilities; resilience.

The relevance of the topic is determined by the fact that critical infrastructure is the backbone of the
development of modern societies, and its deficient or inadequate protection can pose a threat to national security,
economic, and stability states. Since the state represents the central point in any critical infrastructure protection
system, its biggest interest is that critical infrastructure, irrespective of the ownership structure of a critical
infrastructure facility or network, operates uninterruptedly, thus ensuring the smooth functioning of the
community. From this perspective, it is necessary to raise awareness and proper understanding of the importance
of critical infrastructure within the strategic management of the state and its institutions. In fact, it is impossible
to develop a functional critical infrastructure protection system if stakeholders are unaware of its criticality for
vital societal functions.

It should be noted that the emerging challenges of the twenty-first century security environment are
influencing the way nations need to build their concept of critical infrastructure protection. Indeed, the protection
of national critical infrastructures has shifted to a risk analysis-based approach focused on developing security
and resilience, hence the focus on critical infrastructure security and resilience (CISR) [19].

The methodological basis of this article is the use of general scientific and special scientific methods of
cognition. In particular, the author uses dialectical methods of cognition (abstraction, identification of the
relationship between the general, the particular, and the individual, and also between the part and the whole), the
method of system analysis, and formal logical and formal legal methods. The methods of classification and
systematization were used to summarise the legislative, regulatory documentation, and scientific literature on the
topic of the article. The application of the historical and legal method allowed analysis of the genesis of
approaches to defining the concept of CI object security as a component of national security in the scientific
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literature, regulatory legal acts, and international scientific research. Defining and characterizing the levels of
Cl object security in European countries, as well as the subjects of CI object security protection in Ukraine, were
carried out using the formal logical method and the method of system-structural analysis.

Scientific research on certain aspects of critical infrastructure security is disclosed in the works of such
national scientists as D.S. Biriukov, D.G. Bobro, S.G. Bratel [3], I.V. Gora, M.B. Domaratsky,
O.P. Yermenchuk [4], G.Y. Zubko, V.V. Krykun [5], S.I. Melnyk [2], P.Y. Prygunov [2], V.I. Franchuk [2] and
others. It should be noted that there are still a number of unresolved problems in the field of scientific research of
certain aspects of security that require further scientific research.

The purpose of the article is to study the provisions of scientific works of national and international
scholars and the provisions of legal documents defining the basis for critical infrastructure security as a
component of national security, with a view to determining the author’s position and submitting proposals for
improving the current legislation of Ukraine in terms of ensuring the security of critical infrastructure facilities
as a component of national security.

Presentation of the research material and its main results. Considering the issue of critical infrastructure
security as a component of national security, we consider it appropriate to note that the Law of Ukraine «On
Critical Infrastructure» defines the concept of critical infrastructure security as a state of critical infrastructure
security, which ensures the functionality, continuity of operation, recoverability, integrity and resilience of
critical infrastructure [1]. It should also be noted that Article 1 «Definition of Basic Terms» of the Law of
Ukraine «On Critical Infrastructure» clearly regulates the definition of critical infrastructure objects —
infrastructure objects, systems, their parts, and their aggregate, which are important for the economy, national
security and defence, the disruption of which may harm vital national interests [1]. However, it should be noted
that the current legislation of Ukraine does not define a clear understanding of the concept of CI security, by
which we mean all activities of state and civil institutions aimed at the timely detection, prevention and
neutralization of threats to critical infrastructure, as well as minimization and elimination of consequences in
case of their occurrence and disruption of the intended functioning.

Summarising the regulatory framework of Ukraine, which defines the provisions for ensuring the security of
Cl objects, it is advisable to refer to the following regulations: Decree of the President of Ukraine No. 392/2020
of 14 September 2020, which approved «National Security Strategy of Ukraine» [7], the Concept of Creation of
the State System of Critical Infrastructure Protection approved by order of the Cabinet of Ministers of Ukraine
No. 1009-r of 06.12.2017 [8], the Civil Protection Code of Ukraine [9], the Laws of Ukraine «On National
Security of Ukraine» [10], «On the Basic Principles of Ensuring Cybersecurity of Ukraine» [11], «On Critical
Infrastructure» [1], «On Physical Protection of Nuclear Facilities, Nuclear Materials, Radioactive Waste and
Other Sources of lonising Radiation» [12], «On the Legal Regime of the State of Emergency» [13], «On the
Legal Regime of Martial Law» [14], «On the Functioning of the Unified Transport System of Ukraine in a
Special Period» [15] and «On the Defence of Ukraine» [16]. Resolutions of the Cabinet of Ministers of Ukraine
«Some Issues of Critical Infrastructure Objects» of 09.10.2020 No. 1109 [17], as amended by the Resolution of
the Cabinet of Ministers of Ukraine of 16 December 2022 No. 1384 «Procedure for Classifying Objects as
Critical Infrastructure» [18].

The analysis of the above-mentioned legal acts allows us to highlight such important aspects as:

- clear regulation of provisions (terms) related to critical infrastructure, such as CI security, vital functions
and/or services of Cl, CI protection, identification of a ClI object, Cl security incident, categorization of ClI
objects, criticality category (criteria) of a Cl object, crisis situation, critical technological information, national
Cl protection system, unauthorized interference, Cl objects, Cl operator, protection of Cl objects, security
passport, project threat to a Cl object, register of Cl objects, Cl operation mode, CI object criticality level, CI
sector, sectoral body in the field of CI protection, ClI resilience, functional body in the field of CI protection;

- disclosure of the content of the basic principles: state policy in the field of CI protection, which includes
the purpose and objectives of the state policy in the field of CI protection, basic principles of functioning of the
national CI protection system, levels of management of the national Cl protection system;

- disclosure of the essence of critical infrastructure, which includes: classification of objects as Cl,
Cl sectors, categorization of Cl objects, register of Cl objects and certification of Cl objects;

- disclosure of the content of the basic principles of the national CI protection system, which include
forming and implementing the state policy in the field of CI protection, subjects of the national CI protection
system, modes of functioning of the national CI protection system, authorized body in the field of CI protection,
functional bodies in the field of CI protection, peculiarities of individual bodies activity, which are responsible
for forming and/or implementing the state policy in the field of Cl protection, sectoral bodies in the field of
ClI protection, powers of local executive authorities (military-civilian administrations, if established) in the field
of CI protection, objectives, rights and obligations of CI operators;

- disclosure of the content of the organizational principles of the national Cl protection system, which
include provisions on planning measures to ensure the sustainability and protection of Cl objects, monitoring the
level of security of Cl objects, interaction of the national CI protection system with other protection systems in
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the field of national security, public-private partnership in the field of CI protection, independent audit of the
national CI protection system, parliamentary control in the field of CI protection, public oversight in the field of
Cl protection, liability for violation of legislation in the field of CI protection, financing of CI protection
measures, international cooperation in the field of CI protection, risk insurance.

While analyzing the international experience of ensuring the security of critical infrastructure facilities as a
component of the national security of foreign countries, we believe that it is advisable to highlight the position of
Professor S.G. Bartel, who notes that the UK is one of the European leaders in the field of critical infrastructure
protection. In the legislation of this country, the term «critical infrastructure» is defined as «critical infrastructure
elements, namely assets, facilities, systems, networks or processes and key personnel who manage them, the loss
or compromise of which could lead to significant adverse effects on the availability, integrity or provision of
essential services, including those services whose destabilization could lead to significant human casualties,
taking into account significant economic or social consequences; and/or significant impact on national security,
national defence or the functioning of the statex.

The key difference between the above wording is that it singles out a separate category of professionals who
ensure the operation of critical sectors of the state and that human security is in the first place in the list of
consequences. It is also important to note that in foreign practice, the definition of critical infrastructure shifts
from the physical dimension of objects to their functions and services that meet the needs of society, the state,
and its economy. It is worth noting that in 1999, the UK established the National Infrastructure Security
Coordination Centre, which was part of the Home Office. However, in 2016, the National Cyber Security Centre
was spun off from it [4, p. 24].

In his scientific work, Professor V.V. Krykun notes that in the UK, the protection of critical infrastructure is
aimed at preventing terrorism and preventing the violation of cyberspace. In the UK legislation, the essence of
critical infrastructure is revealed by identifying the most important elements of infrastructure. These include
assets, facilities, systems, networks, processes, and key officials, the loss of which could have a detrimental
impact on the availability, integrity, or provision of essential services, the disruption of which could lead to loss
of life or accidents, taking into account the significant economic and social consequences for national security,
national defense or the functioning of the state [5, p. 367].

In the United Kingdom, considerable attention is paid to the issue of defining critical infrastructure sectors
and establishing the types of hazards to which they may be exposed. Thus, the structure of the system of
ensuring the security of critical infrastructure facilities in the country covers thirteen sectors [3, p. 35].

While considering the international experience of ensuring the security of critical infrastructure, it is worth
noting that in Germany, the understanding of critical infrastructure is laid down in the National Strategy for the
Protection of Critical Infrastructure, according to which critical infrastructure includes organizational and
physical structures and facilities that are vital for the social and economic existence of the nation to the extent
that their failure or deterioration may lead to prolonged shortages of supplies, the formation of significant gaps in
the state security system or other disruptions [5, p. 51].

In the Federal Republic of Germany, the Federal Ministry of the Interior is the main coordinator of critical
infrastructure protection. Germany has also created an institution called Critical Infrastructure Protection
(Schutz Kritischer Infrastrukturen in Deutschland), which studies infrastructure vulnerabilities and proposes
strategies for its protection and policies for cooperation and collaboration between public administration and
private entities.

It is worth noting that critical infrastructures may, with reference to their technical, structural, and functional
specifics, be classified as vital (absolutely essential) technical basic infrastructure, on the one hand and vital
(absolutely essential) socio-economic services infrastructure, on the other hand. In Germany, these include (figure 1):

Technical Socio-economic
basic infrastructure services infrastructure
Power supply Public health; food
Information and communications Emergency and rescue services;
technology disaster control and management
Transport(ation) Parliament; government; public administra-

tion; law enforcement agencies

(Drinking-) water supply Finance; insurance business
and sewage disposal

Media; and cultural objects (cultural heritage
items)

Figure 1
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Significant interdependencies exist between these two infrastructure sectors since nearly all of the socio-
economic services infrastructures largely rely on the unrestricted availability of the technical basic infrastructure.
However, technical basic infrastructures, in turn, depend on socio-economic services infrastructure, such as a
stable legal service or functioning first response, emergency medical, and rescue services in the event of a crisis.

A look at the ownership structure shows that, as a rule, the various infrastructures are not state-owned
facilities but that the majority of them are operated and controlled by private enterprises — part of which was
privatized only recently.

Increasingly, the same also goes for the many and various public infrastructure services provided at the local
government level, which more and more frequently are delivered by private-sector enterprises.

As a result of this tendency towards private ownership, the responsibility for the security, reliability and
availability of such infrastructure is increasingly passed on to the private sector or, at least, becomes a shared
responsibility. Thus, the functions incumbent on the state and/or public authorities are primarily directed at
making provisions for, or — at the most — safeguarding and controlling, the supply of goods and services in times
of crisis when regular market mechanisms no longer function.

Therefore, as a precaution against, and in view of coping with, serious disruptions and severe
disasters/emergencies, the requirement is for institutionalized, organized cooperation of the state and business
and industry within the framework of established security partnerships.

The Federation, the Lénder, and local governments are required jointly to enhance and implement critical
infrastructure protection in their respective areas of responsibility. This purpose is served by a structured
implementation procedure at these three tiers of government; this procedure comprises the following work
packages, which in part are implemented in parallel, and is based on the cooperative approach adopted by the
Federal Administration with the involvement of the other major players, i. e. operators and the relevant
associations:

1. Definition of general protection targets;

2. Analysis of threats, vulnerabilities, and management capabilities;

3. Assessment of the threats involved,;

4. Specification of protection targets, taking account of existing protective measures; analysis of existing
regulations and, where applicable, identification of additional measures contributing to goal attainment; if and
where required legislation.

These work packages are implemented primarily by the public sector, with the collaboration of the
companies and operators concerned. Responsibility for coordination at the federal level lies with the Federal
Ministry of the Interior;

5. Implementation of goal attainment measures primarily by means of:

« association-specific solutions and internal regulations;

« self-commitment agreements by business and industry;

* development of protection concepts by companies;

6. Continuous, intensive risk communication process (dialogue on analysis findings, assessments, protection
targets and action options).

Responsibility for the implementation of work packages 5 and 6 primarily lies with the relevant companies,
operators and associations, with the participation of public agencies.

For the implementation of the National Critical Infrastructure Protection Strategy, an extensive set of
instruments is available in the form of programs and plans (e. g., the National Plan for Information Infrastructure
Protection (NPSI) and the related implementation plans as a strategic concept for IT infrastructure protection);
programs and plans (e. g., the National Plan for Information Infrastructure Protection (NPSI) and the related
implementation plans as a strategic concept for IT infrastructure protection).

In conclusion we note that in order to protect the security of critical infrastructure facilities, we consider it
expedient to adopt international experience and determine that each critical infrastructure facility, regardless of
industry, field of activity, and form of ownership, should develop and implement the following key security
elements:

- security of documents in the form of the regulation on handling restricted information;

- personnel security in the form of the Instruction on personnel security during the access to restricted
information and physical impact on the personnel of the critical infrastructure facility;

- physical security in the form of Guidelines for developing a restricted area protection plan or Instruction
on establishing restricted areas at a critical infrastructure facility;

- security of information and communication systems in the form of the Guidelines for Accreditation of
Information and Communication Systems for Processing Restricted Information.

We believe that for the purpose of proper quality for the implementation of comprehensive security
measures, the CI operator may choose security measures to be implemented, for example, on the basis of
internationally recognized security standards and sectoral or general legislation, namely:

e development and implementation of measures to prevent the occurrence of crisis situations;
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e development and implementation of facility-specific action plans for CI protection and resilience;

e development and implementation of civil protection engineering and technical measures during the
construction and operation of CI facilities to ensure their sustainable operation in different modes;

o development, implementation and review of facility programs to counter threats at Cl facilities,
information security and cybersecurity programs;

e ensuring confidentiality of information in the course of processing data on CI objects in accordance
with the requirements established by law;

e ensuring the restoration of CI facilities functioning in the event of accidents / failures, illegal actions, or
the impact of natural phenomena.

It is advisable to pay special attention to the information security of the CI object; we believe that it is good
practice for the Cl operator to select security controls to be implemented at the CI object and to be guided by
them in their daily activities, based on ISO 27002:

- define a corporate security policy;

- organization of information security;

- asset management;

- personnel security;

- communications and operations management;

- access control;

- acquisition, development and maintenance of information systems;

- security incident management;

- business continuity management;

- compliance with current legislation;

- review and audit of the existing integrated security management system.
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Bariok O., lanuniBcbkuii JI.
3a0e3neyeHHs 0e3neKkH 00’ €KTIB KPUTHYHOI iIHPPACTPYKTYPH AIK CKJIAJ0BA HALLIOHAILHOI 0e3MeKu:
BiTUM3HAHUI Ta MiZKHAPOIHUI 10CBix

AHoTamisi. Y NONOXEeHHAX HAyKOBOi CTATTi aBTOPH 32 JIOMOMOTOI0 3aTalIbHOHAYKOBHX METOJIIB MPOBOJSTE TOCHIIKESHHS
HAayKOBHX IIOTJISNIB, HOPMAaTHBHO-IIPABOBOTO PETYNIOBAHHS BITYM3HAHMX Ta MDKHApOJHHX OCHOBOIIOJOKHHX 3acay
3abe3nedeHHs Oe3nekn 00’ ekTiB KpUTHIHOI iHdpacTpykTypH (Hagami — KI) sx ckiamoBoi HarioHanbHOI Oe3nekn. ABTOpH
OOTpyHTOBYIOTh MPOIO3MLIi MO0 BHECEHHS 3MiH /0 YMHHOTO 3aKOHOAABCTBA YKpAiHM Ta MiJBIAOMYUX HOPMATHUBHO-
MPaBOBUX aKTiB, B YAaCTHHI pO3pOOJICHHS Ta BHpOBaKeHHA Ha 00’ekTi KI Takux enemeHTiB, sk: Oe3leka JOKYMEHTIB y
Burisiai [logoskeHHS 110710 TOBOKEHHA 3 iH(QopMami€ero 3 00MeXeHUM J0CTyNoM; Oe3neka MepcoHary y BUMIIAAl [HCTpyKuii
3 Ge3meKH MepcoHaty MpH JOCTYMi A0 iHpopMarii 3 0OMeXeHHM JOCTYIOM Ta (pi3MYHHM BIUTHBOM Ha MEPCOHAN 00’ekTa
KpUTHYHOI iH(pacTpykTypH; ¢ismdHa Oesneka y Burmini KepiBHuITBa 3 po3poOKM IUTaHy 3aXHCTY 30HH OOMEXEHOTO
noctyry 4u HactaHOBM IIOJ0 BCTAQHOBIICHHS 30H OOMEKEHOTO JOCTYIY Ha 00’€KTi KpHUTHUYHOI iH(ppacTpyKTypH; Oes3rexa
iHpopMaLiifHO-KOMYHIKAIIHHIX cucteM y BUrLini HactaHoBu 3 akpenuranii iH(opMamiifHO-KOMyHIKAIlIHHUX CHUCTEM IS
00poOku iHdopMarii 3 0OMeXeHUM OCTYNOM. ABTOPH 3a3HAYalOTh, IO 3 METOI0 HAJICKHOI SKOCTI IUIS BIPOBAKEHHS
KOMIIJIEKCHUX 3ax0/iB Oe3neku oneparop Kl mae mpaBo obpartu 3axoau 6e3mneku, ki HeoOXiHO BIPOBAIUTH, HAIPUKIAL, Ha
OCHOB1 MDKHApOJHO BH3HAHHMX CTaHAAPTIB O€3MEKH Ta raly3eBOro ado 3aralibHOHAIIOHAJIBHOTO 3aKOHOJAaBCTBA. Y cdepi
iHpopmariitnoi Oe3neku 00’ekta KI sk ckmamoBoi HamioHanbHOI OE3MEKM BBAXKAEMO, L0 HAIEKHOIO IPAKTUKOIO €
000B’s13k0BHIA BUOip omeparopoM KI 3aco0iB KOHTpomo Oe3neky, siki BapTo BIpoBajxyBaTu Ha 00’ekti KI Ta xepyBaTucs
HUMH Yy HOBCSKICHHIH IisibHOCTI, Ha ocHOBi ISO 27002: BW3HA4YeHHS MOJITHKH KOPHOPATHBHOI OE3IEKH; opraHizamis
iHpopMariitHoi Oe3neKky; ynpaBliHHS aKTHBAaMHM; KaapoBa Oe3leka; KOMYyHIKAIil Ta YNpaBIiHHS OIEpalisiMH; KOHTPOJb
JOCTYIy; TNpuAOaHHsA, po3poOka Ta OOCIYroByBaHHS iH(GOpMAIiWHMX CHCTEM; YIPABIiHHS IHIMIACHTAMH OC3MEKH;
yIpaBiIiHHA Oe3nepepBHICTIO Oi3HECY; ZOTPUMaHHS YHHHOTO 3aKOHOJABCTBA; OV Ta ayJUT Ail040i IHTErpPOBaHOI CUCTEMHU
YHOpaBIIiHAA 0€3MEKOI0.

KurouoBi ciioBa: Oesrieka; neprkaBa; TOCBIT; 3aXHCT; HAIlis; KpUTHYHA iHQPACTPYKTypa; 00’ €KTH; CTIHKICTB.
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